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RSPB Lottery ‘Just In Time’ Privacy Statement

Royal Society for the Protection of Birds (RSPB) is the Data Controller for the processing of your personal data when
you play the RSPB Lottery. RSPB uses Woods Valldata (Data Processor), an External Lottery Manager (ELM), to
manage the lottery and make arrangements for the lottery on our behalf.

RSPB uses a layered approach to privacy information. This is a ‘Just In Time’ statement which provides you with relevant
information about our uses of your personal data when using the lottery. For more information about how RSPB uses
your personal data please see our main privacy page here https://www.rspb.org.uk/legal-and-policy/privacy-policy
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Purposes and lawful bases for processing your personal data

Activity

How we use your personal data

Lawful
processing

basis for

Your data rights

Data Collection

You provide your personal data when
you sign up to the lottery online or by
telephone. We store your data on
secure systems.

Article 6.1(b) This is
necessary for the
performance of a contract
we have with you.

You do not have the
right to object or to
withdraw consent

Age Verification

You provide us with your age so that
we can ensure that you are aged 18
or over. This involves automated
processing.

Article 6.1(c) This is
necessary for us to comply
with our legal obligations

You do not have the
right to object or to
withdraw consent

Playing our lottery

You provide us with your personal
data because you want to play our
lottery. We use your personal data to
manage the service we provide to you
so that you can play.

Article 6.1(b) This is
necessary for the
performance of a contract
we have with you.

You do not have the
right to object or to
withdraw consent

Data Validation

We use data validation, for example
to ensure that you cannot exceed the
maximum number of plays set by us.
We also validate age and check to
make sure that if you are vulnerable

Usually this is Article 6.1(c)
This is necessary for us to
comply with our legal
obligations.

You do not have the
right to object or to
withdraw consent.
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or have self-excluded, restrictions are
in place to prevent risks to you.

Sometimes it may be Article
6.1(f) to manage risks as
our legitimate interest.

Where we are
managing risks for our
legitimate interests,
you have the right to
object.

Data Storage

We store data for several purposes.
This includes for financial compliance
as well as to comply with rules of the
Gambling Commission. We store
data in line with our retention periods.
We also keep your data so that we
can offer you the service you expect
from us.

We maintain logs which are
necessary and proportionate way for
us to comply with our legal
obligations.

Article 6.1(b) This is
necessary for the
performance of a contract
we have with you.

Article 6.1(c) This is
necessary for us to comply
with our legal obligations

Sometimes it may be Article
6.1(f) to manage risks as
our legitimate interest.

When we are
processing upon
performance of a
contract we have with
you or for our legal
obligations, you do not
have the right to object
or to withdraw consent.

Where we are
managing risks for our
legitimate interests,
you have the right to
object.

Deletion of data

We will delete your data at the end of
its retention period to comply with
data minimisation.

The right to erasure is not absolute, if
we are legally obliged to delete your
data at your request we will do so.

Article 6.1(f) As a legitimate
interest.

Article 6.1(c) This is
necessary for us to comply
with our legal obligations

You have the right to
object.

Service-related
communications
(postal)

If we need to send you information
without marketing we may do this via
post. For example, if there is an issue
with your account or payment.

This also includes when you contact
us with an issue, query or question,
including technical issues.

Article 6.1(f) As a legitimate
interest.

You have the right to
object.

Service-related
communications
(electronic)

If we need to send you information
without marketing we may do this via
email. For example, if there is an
issue with your account or payment.

This also includes when you contact
us with an issue, query or question,
including technical issues.

Article 6.1(f) As a legitimate
interest.

You have the right to
object.

Postal
communications
(Direct marketing)

If we want to tell you about other
services, products, offers or about our
charitable aims or ideals this is called
direct marketing.

Article 6.1(a) With your
consent

You have the right to
withdraw consent.

Electronic
communications
(Direct marketing)

If we want to tell you about other
services, products, offers or about our
charitable aims or ideals this is called
direct marketing.

Article 6.1(a) With your
consent

You have the right to
withdraw consent.

Contacting you if

If you win, we will contact you to as

Article 6.1(b) This is

You do not have the

you win and | part of the service you expect from | necessary for the right to object or to
arranging your | us. performance of a contract withdraw consent
payment of we have with you.

winnings

Sharing of winners
information on the

If you win we will publish the winning
ticket numbers and towns on the

Article 6.1(f) As a legitimate
interest.

You have the right to
object.

RSPB website RSPB website. This data does not
directly identify you but is linked to
your ticket nhumber which is indirect
personal data.
Geo-blocking via | We use Geo-blocking to identify | Article 6.1(f) As a legitimate | You have the right to

IP2Location™ |P

geographical location of individuals

interest.

object.
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geolocation  web

service

via their IP address ( which is an
indirect identifier, but still personal
data) and to use the technology to
restrict your access to content based
on your location.

Prevention of fraud

We may use your personal
information, financial information,
transaction information, copies of

your communications with us and
information about your behaviour
when using our website and technical
information for the purpose of
identifying and dealing with any
suspected fraud, fraud or fraudulent
activity.

Usually this is Article 6.1(c)
This is necessary for us to
comply with our legal
obligations.

Sometimes this may also be
Article 6.1(f) As a legitimate
interest.

When we are
processing upon a
legal obligation you do
not have the right to
object or to withdraw
consent

Sometimes, when
processing upon our
legitimate interests you
may have the right to
object.

Analytics and use
of Cookies

We may process information about
how you use our website, along with
technical details such as your device

and location, to enhance our
services. This helps us improve our
app, website, games, marketing

efforts, customer engagement, user
profiling, and overall user experience

Sometimes this may also be
Article 6.1(f) As a legitimate
interest.

We offer you consent for
some of our cookies, where
the cookies is not strictly
necessary.

You have the right to
object unless, we have
sought your consent
for specific cookies, in
which case you can
withdraw your consent.

The personal data we

Full Name

Uniform Resou
Postal address
Email address

process includes:

rce Name (URN)

Date Of Birth/Over 18 declaration
Telephone number

Lottery numbers -unique to you
Financial information

Contact preferences

Vulnerable people and self-excluders — if you provide us with necessary information which would be considered

“special category” data we will usually process this as our Legitimate Interest and under Article 9(a) explicit

consent

¢ Alog of data rights requests
e Copies of communications

Do we use any data processors (3@ parties who process your data upon our instructions)?

Yes, we use an ELM who sub-contract sub-processors to carry out the processing activities referred to in the table

above.

We ensure that we comply with our obligations as a Data Controller, by ensuring appropriate contracts are in place with

our Processor.

How long do we keep

your information?

We keep your information in line with our retention periods. To comply with financial and tax purposes we will keep
your data for 7 years after you stop playing the lottery.

If you self-exclude or are or at risk, we may keep your data for up to 50 years to ensure that you do not receive
information about gambling-related products from us.

What are your other d

ata rights?

We have provided you with a table of lawful bases and your rights above.
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In some cases, your rights are not absolute, and we will manage each request on a case-by-case basis and in
accordance with the Data Protection Act 2018.

Under the Data Protection Act 2018 your other data rights include:
e Your right of access
e Your right to rectification
e Your right to erasure (to be forgotten)
e Your right to restriction of processing
e Your right to object to processing
e Your right to data portability

e Your right to object in relation to automated decision making (although we automate processing, we do not
make solely-automated decisions about you)

e Your right to complain
Data Sharing
In addition to disclosure of your data to our Processor and their Sub-Processors, your data may be shared to
regulators or authorities should we be subject to investigation or for the purposes of preventing or detecting crime,
including fraud.
Aggregate reports are submitted to the Gambling Commission which do not personally identify you.

Contact us

To exercise your data rights please write to our Data Protection Officer at RSPB, The Lodge, Sandy, Bedfordshire
SG19 2DL or email dpofficer@rspb.org.uk.

The Royal Society for the Protection of Birds (RSPB) is a registered charity: England and Wales no. 207076, Scotland
no. SC037654
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