Sensitive Species Records UK Procedure

"K Appendices: Supporting information

Contents

1Y 01T o L= o U] 1= P

Feature Circles: how features are blurred

Site and feature rules

D F- = R = A=Y= o =T Lo YA Y P

Detailed information on how to apply the rules

Species rules

e Apply to all records of a taxon.
e A record cannot be made more open than the rules allow.
e Species records are classed according to the size of the blur in the rules.

e Publicly, we blur Sensitive species records to the size of the blur. Internally, we blur
Sensitive birds to only 10 km.

(not birds)

(blurred to blur size)

(blurred to blur size)

Blur size Internal RSPB use Public use Data requests

0 Open Open Full resolution

Less than 10 km Open Sensitive Full resolution
(blurred to blur size)

10 km or more Sensitive Sensitive Full resolution

(birds)

10 km or more

Sensitive
(blurred to 10 km)

Sensitive
(blurred to blur size)

Full resolution

Hen Harrier, Golden
Eagle, White-tailed
Eagle, Capercaillie,
and Common Crane

Sensitive (blurred to
10 km)

Sensitive
(blurred to blur size)

Blurred to 1 km

and Purple

Montague’s Harrier

Sandpiper breeding
season records

Sensitive (blurred to
100km)

Sensitive (blurred to
100km)

Not supplied
externally unless
Investigations
have agreed

e We use the BTO rules for birds.
e We use the NBN Atlas rules for other species with the following amendments to limited

rules. These amendments are required to allow us to apply the rules automatically. The
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https://www.bto.org/our-science/data/data-sensitive-species
https://docs.nbnatlas.org/sensitive-species-list/

NBN Atlas limited rules apply to certain parts of the life cycle or certain habitats of birds,
mammals, Adder, and Killarney Fern. This is how we will deal with them:

Species/Group | Blur Reason

Marine None The marine mammal limited rules apply to breeding sites of

mammals cetaceans in Wales and Isle of Man, and Grey Seal breeding sites.
We do not expect to have any records that would identify
cetacean breeding areas, and we consider seal breeding areas to
be well known.

Otter 1 km | We cannot easily separate roost and shelter records from others,

Badger 1 km | So it would be difficult to apply these rules. However, we consider
that if we blur all records of these species to the recommended

Wildcat 10 km . . .
level, we still retain most of their value.

Adder 1 km

Bats 1 km

Killarney Fern 10 km | The gametophyte stage, which is a felt-like collection of green

strands, is not sensitive. The sporophyte stage, which is what
most people think of when they picture a fern, is sensitive. We
cannot guarantee that all our records are of the gametophyte, so
we blur to 10 km. We hold very few shareable records for this
species.

RSPB Sensitive Species Records Appendices - Supporting Information.docx




Feature Circles: how features are blurred

Records attached to features are displayed as a circle that encompasses the feature.

How we convert a feature to grid squares How we share the data
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The boxes are converted to circles such that
each box is inscribed in the circle. The
supplied coordinates will be the centre of the
circle (the dots in the map above). We also
supply the radius of the circle and a measure
of how much of the circle is covered by the
feature.

For Open records, the feature (red) is
snapped to a bounding box of 1 km grid
squares (grey). Snapping to 1 km grid
squares means that the feature is not
revealed publicly at less than 1 km resolution.
For records blurred to 10 km, we snap to a 10
km grid. This feature overlaps two 10 km grid
squares, so the bounding box for Sensitive
records includes two 10 km squares.

In exceptional cases, such as when researchers or conservation partners (Trusted partners)
need more precise data, we may supply the feature itself.

Site and feature rules

Features are classed according to their sensitivity in Merlin (the RSPB’s internal GIS database):

Feature Internal RSPB Public use Data requests

sensitivity in use

Merlin

Open Open Blurred to 1 km Blurred to 1 km

Sensitive Open Sensitive Blurred to 1 km
(Blurred to 1 km or 10 km)

Restricted Sensitive Sensitive Blurred to 1 km

(Blurred to 10 km)

(Blurred to 10 km)

Confidential RSPB
reserve

Open

Sensitive

(Blurred to 10 km)
Datasets can be Restricted
for those sites we want to
keep entirely private.

Blurred to 1 km
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Dataset sensitivity

Datasets are available for external data requests if the RSPB is listed as a supplier of the
dataset. If a dataset does not have RSPB listed as a supplier, data are not available for public

use or shared through data requests.

I want the records to be... Internal Public Supplier
Widely used at full resolution, apart from records of Open Open RSPB
sensitive species or from sensitive sites. They can be
published on the NBN Atlas.
Used at full resolution by RSPB users, apart from Open Sensitive RSPB
records of sensitive species or from sensitive sites. The
public should see only 10 km resolution, and no
comments or site details.
As above internally, but not available to the public. Open Restricted RSPB
They can still be used for external data requests.
Discoverable by RSPB users and the public, but only at | Sensitive Sensitive RSPB
10 km resolution, with no comments or site details.
They can still be used for external data requests.
As above internally, but not available to the public. Sensitive Restricted RSPB
They can still be used for external data requests.
Used only by authorised individuals, even at blurred Restricted Restricted RSPB
resolution. They can still be used for external data
requests.
Not shared outside the RSPB, even at a blurred Choose the | Restricted Not RSPB
resolution or through external data requests. appropriate

class

The RSPB must not be listed as a supplier unless it owns the data or has an agreement to share
the data.

The dataset class does not change the output for external data requests, which supply full
resolution grid references unless it is one of the species blurred to 1km (Hen Harrier, Golden
Eagle, White-tailed Eagle, Capercaillie, and Common Crane) or to 100km (breeding season
records of Montagu’s Harrier and Purple Sandpiper), but have features blurred to 1 km and no
location names, dataset names, recorder names or comments. In exceptional circumstances, a
dataset can be marked highly sensitive, and its records are blurred to 1 km for standard
external data requests.

The species and site rules are overridden only at a dataset level, not at a record level. These
rules make the data structure and security simpler.

These rules let us make a more informed decision about sensitivity after a dataset owner has
left the RSPB.
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Detailed information on how to apply the rules

Why restrict a dataset

The rules protect sensitive observations by obscuring details of sensitive species and sites.
Sometimes records of common species need to be obscured or hidden even if they are not
associated with sensitive features. This is not something the rules can know. For example, the
dataset called '1999 DOTTEREL NATIONAL SCARABBS SURVEY IN BRITAIN - ADDITIONAL
SPECIES' contains records from places that were surveyed for breeding Dotterels. Although the
records may be of common species they could be used to work out where Dotterels are nesting
if full details, including the dataset name, and visible. Or a landowner may have given
permission to survey birds on condition that the precise locations are not made public.

How to restrict a dataset
Our Merlin database does not allow us to enter the dataset sensitivity, so we use the Constraints
field to hold this information.

The constraints must say whether the dataset is Open, Sensitive, or Restricted for internal use
and whether it is Open, Sensitive, or Restricted for public use. If the dataset is Sensitive or
Restricted for either use, the constraints must say why:

e Risk of harm

e Landowner wishes

e Data agreement (if agreement is required from an external party to share the data,

please provide that information)
e Embargoed (include an embargo end date)
e GDPR

You should include any other information that are needed to understand who can use the data

and for what purpose. Remember, this dataset will be here after you have left the RSPB, and if
there is not enough information in the Constraints field, others will have to make up their own

minds about what to do with it.

If there are no constraints, set the sensitivities to Open and record that there are 'no known
constraints'. If the data cannot be shared externally, say so. RSPB should not be listed as a supplier.
See the following table for some examples.

We discourage making datasets Restricted. If the dataset is classed as Sensitive for internal use,
it will be blurred to 10 km, the dataset name, feature names, location names, and comments
will not be visible. But other RSPB users will be able to discover it and apply for permission to
use it if it is needed for their work and the use is within the Constraints. If a dataset cannot be
shared externally, remove RSPB from the list of suppliers and say in the Constraints why the
data cannot be shared.

Text replacing hidden fields

Reason for restriction Text replacing hidden fields

Species or habitat at risk of harm or disturbance. | Details hidden because of risk of harm or
disturbance to a species or habitat.
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[Will be applied to all records blurred by the species
rules, regardless of the Dataset.]

Landowner wishes
[Will be applied to all records blurred by site rules,
regardless of the Dataset.]

Details hidden because of site
confidentiality.

Data agreement (include terms or link to them)

Details hidden because the RSPB does not
have permission to share them.

Embargoed for research (review date)

Details hidden because the data are
embargoed for research. This will be
reviewed on [YYYY-MM-DD].

GDPR

Details hidden because they may contain
Personal Data as defined by the General
Data Protection Regulations.
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